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Distinguished Delegates, 
 
It is my great pleasure to welcome you to the SPRIMUN 2017 Disarmament and International 
Security Committee (DISEC), the United Nations General Assembly’s First Committee. Also, a 
warm welcome on behalf of my fellow directors Maxim Mayboroda and Aurélien Sailler. 
Congratulations on being part of one of the most exciting and fascinating committees in this 
Conference! We are really looking forward to working with you on the topics we have selected 
and we hope that the debate will be both intense and enjoyable for everyone. 
 
The topics you will be discussing, though technical, will raise questions, divide the committee, 
lead to the writing of proposals and hopefully provide realistic answers to the issues at stake 
within the international community. It will be challenging, but we have no doubt that you will 
succeed in shaping relevant solutions to the cybersecurity matters or the drones problematic. 
 
As your Directors, we have written the following study guide and we did the best that we could 
to provide you with an efficient outline of what is at stake for the two topics. Nevertheless, it is 
fundamental for the debate that not only you carefully read it but you also go deeper in your 
researches in order to be able to define clearly and accurately the position of your country. 
 
Please note that it is strictly forbidden to bring already written draft resolutions to the 
Conference, as all the working papers and draft resolutions should be only developed during 
the SPRIMUN, not before. 
 
Do not hesitate to contact us if you have any inquiry regarding the preparation of the 
Conference, we will do our best to respond efficiently to your questions. 
 
Best regards, 
 

Marie-Elise de Gouville 
Director 
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The Disarmament and International Security Committee is the First Committee of the United 
Nations General Assembly and deals with numerous subjects related to disarmament and 
security such as, but not limited to, conventional weapons, nuclear disarmament, chemical 
weapons, cluster munitions, cybersecurity, improvised explosive devices or drones. It reunites 
every Autumn in New York, at the headquarters of the United Nations, and provide resolutions 
that the General Assembly will use later on. 
 
 
The resolutions adopted by the DISEC are only recommendations and are not compulsory. 
Nevertheless, the United Nations Security Council will have a look at the resolutions passed 
within the DISEC framework. Therefore, the work of the DISEC remains fundamental to 
enhance international security and to promote peace at the highest level. 
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Topic A 
 

Preventing cyberattacks and reinforcing global cybersecurity 

Introduction 
When talking about cybersecurity as a phenomenon that emerged at the second half of the 20th 
century, it is of utmost importance to understand how many meanings the term itself 
represents. For the casual audience, the term may represent an anti-virus program distributed 
for free and installed on their laptops to combat the viruses that the internet is so full of. 
However, the more proficient users realize that at times the term isn’t even related to the 
security of hardware, information or a service, but to personnel management and security 
checks. 

Nowadays, strict access procedures to the machine room are widely used by organizations all 
over the world and at times are the only measure of security in place. Now, it doesn’t mean that 
there is no place for a security checkpoint or ID screening, but in the 21st century, relying only 
on such measures is extremely dangerous and simply not enough to be called “cybersecurity”. 

This guide is aimed to explain the concept of cybersecurity itself and how it has emerged in the 
modern world. 

 

Overview 
The field of computer security did not begin to emerge until the late 1960s, with the growing 
recognition by various groups in the US government and private sector that computers were 
highly vulnerable. The landmark report by Willis Ware of RAND in 1969 alerted the 
Department of Defense to many technical weaknesses of computer security and the publicity 
associated with IBM’s commitment of forty million dollars to address computer security in the 
early 1970s brought the problem to the public’s attention as well. 

The technology of computer security is controversial. While everyone agrees that we have a 
serious computer security problem, few agree on the best response. Many would address the 
problem through better control of personnel, better administrative procedures, and more 
suitable laws; others believe that technical solutions are most appropriate. 

One of the most serious and difficult impediments to widespread introduction of highly secure 
systems is the limited number of evaluators who can accurately and consistently judge the 
security of a computer. The key to this problem lies in specifying a chain of objective evidence 
that bridges the gap from policy to implemented system. 

The meaning of the term “computer security” has evolved in recent years. Before the problem of 
data security became widely publicized in the media, most people’s idea of computer security 
focused on the physical machine.  
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Traditionally, computer facilities have been physically protected for three reasons: 

·         To prevent theft of or damage to the hardware; 

·         To prevent theft of or damage to the information; 

·         To prevent disruption of service. 

Strict procedures for access to the machine room are used by most organizations, and these 
procedures are often an organization’s only obvious computer security measures. Today, 
however, with pervasive remote access, communications, and networking, physical measures 
rarely provide meaningful protection for either the information or the service; only the 
hardware is secure. Nonetheless, most computer facilities continue to protect their physical 
machines far better than they do their data, even when the value of the data is several times 
greater than the value of the hardware. 

Despite significant advances in the state of the art of computer security in recent years, 
information in computers is more vulnerable than ever. Each major technological advance in 
computing raises new security threats that require new security solutions, and technology 
moves faster than the rate at which such solutions can be developed. 

Securing a system has traditionally been a battle of wits: the penetrator tries to find holes, and 
the designer tries to close them. The designer can never be confident of having found all the 
holes, and the penetrator need not reveal any discoveries. Anyone entrusting sensitive 
information to a large operating system or to a computer on a network has reason to be 
concerned about the privacy of that information. If the information is valuable enough to a 
penetrator to warrant the effort, there is little reason to assume that the penetrator will not 
succeed. 

The key to achieving an acceptable degree of security is the systematic use of proper techniques. 
Ad hoc security measures provide, at best, insignificantly increased protection that rarely 
justifies their expense. At worst, they provide a false sense of security that renders the users 
more susceptible than ever to the real threats. 

While customers may want improved security, they usually have second thoughts when 
security features adversely affect other, “more important” features. Since few customers are 
willing to pay extra for security, vendors have had little incentive to invest in extensive security 
enhancements in their software. 

A common perception among users is that security is a nuisance. Security measures are 
supposed to thwart someone who tries to break the rules; but because of poorly integrated ad 
hoc solutions, security measures often interfere with an honest user’s normal job. Limited access 
from remote terminals; restricted physical access to local terminals and printers; multiple 
passwords or logins; frequent password changes; automatic disconnect after periods of 
inactivity. Many of these controls do not substantially increase the security of the system, but 
they do foster the notion that security is painful.  
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Because users and managers do not see a way around the inconveniences, security is often 
employed only as a last resort, when a problem has already occurred or a clear threat exists. 

Many organizations believe that computer security technology is irrelevant to real-world 
problems because nearly all recorded cases of computer abuse and fraud are non-technical. 
Computer crime usually involves exploitation of weaknesses in procedural or personnel 
controls, not weaknesses in internal controls. One of the primary arguments that security cannot 
prevent most cases of abuse is based on the observation that computer crimes committed by 
insiders usually do not involve a violation of internal security controls: the perpetrator simply 
misuses information to which he or she normally has access during normal work 
responsibilities. Something akin to artificial intelligence would be required to detect such abuse 
automatically. But on closer inspection, we often find that people routinely gain access to more 
information than they need, either because the system’s security controls do not provide 
adequately fine-grained protection or because implementing such protection within the 
architectural constraints of the system is too inconvenient or costly. 

Computer security controls can be divided in two categories – internal and external. Internal 
security controls are those implemented within the hardware and software of the system and 
are the focus of this guide. However, for these internal controls to be effective, they must be 
accompanied by adequate external security controls that govern physical access to the system. 
External controls cover all activities for maintaining security of the system that the system itself 
cannot address. Internal and external controls go hand in hand, and it is possible to trade off a 
control in one area for a control in the other. For example, even the most primitive multiuser 
systems today have password protection. The password mechanism is an internal control that 
obviates the need for external controls, such as locked terminal rooms. In designing a secure 
system, we generally strive to minimize the need for external controls, because external controls 
are usually far more expensive to implement. External controls are also notoriously error-prone, 
since they rely on people each time they are invoked. 

 

Roots of governments’ involvement in computer security 
History has seen many examples of governments acknowledging the importance of 
cybersecurity and implementing policies in the field. The US government’s interest in computer 
security developed in the late 1960s with the need of military departments to restrict access to 
information on the “need to know” basis. At that time, the concept of commercial companies 
developing computer security software while accommodating the needs of various clients 
starting from personal computer users and ending with multi-billion corporations and 
governments was a ludicrous idea. Moreover, the concept of an antivirus program or a firewall 
was non-existent. Cybersecurity usually meant developing a whole new operation system that 
served a specific purpose, like multi-level security access. These systems were usually funded 
by the government, military or one of its branches and developed by scientists or government 
research contractors. 
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However, in the late 1970s, the government’s approach to computer security significantly 
shifted. Previously, research and prototype efforts had been conducted by government research 
contractors and focused either on building systems that could be deployed or on developing 
specifications that could be met by government contractors. The new strategy introduced by the 
Department of Defense focused on defining evaluation criteria that commercial off-the-shelf 
(COTS) IT vendors would meet as they built products. 

This new strategy was more popular with COTS computer vendors. Government security 
evaluations would still constrain the kinds of products that vendors could sell, but they would 
presumably not be as intrusive as a requirement to build systems that conformed to 
government specifications. 

The DoD’s change in strategy was reflected in the creation of the DoD Computer Security 
Initiative, which sought to define criteria and process for evaluating the security of commercial 
IT products and to create an infrastructure for conducting evaluations. As part of defining the 
criteria and process and bringing COTS vendors on board with the concept of evaluation, the 
Computer Security Initiative sponsored informal technical exchanges between DoD and FFRDC 
(federally funded research and development centers) security experts and vendor secure system 
development teams. Many major vendors of the era participated in these exchanges. 

One of the most notorious examples of governments implementing computer security policies 
is the Trusted Computer System Evaluation Criteria. Published in 1983 by the National 
Computer Security Center (NCSC), an arm of the National Security Agency, and often referred 
to as the Orange Book, it was a standard designed to set basic requirements for assessing the 
effectiveness of computer security controls built into a computer system. The Orange Book was 
used to evaluate, classify and select computer systems being considered for the processing, 
storage and retrieval of sensitive or classified information. 

It divided the level of security in computer systems in 7 classes and for a system to be assigned 
a rating, it must have met all the technical requirements for its class in the areas of security 
policy, accountability, assurance, and documentation. The requirements are cumulative, 
moving from class D to class A1: 

·          D: Minimal Protection 

·          C1: Discretionary Security Protection 

·          C2: Controlled Access Protection 

·          B1: Labeled Security Protection 

·          B2: Structured Protection 

·          B3: Security Domains 

·          A1: Verified Design 
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A system rated high per the Orange Book has been subject to intense scrutiny, because such 
systems are intended to protect classified military information. To attain such a high rating, a 
system must have been designed with security as its most important goal. 

With the official release of the Orange Book, the NCSC was “open for business” and vendors 
that had been cooperating with the Computer Security Initiative since the late 1970s began the 
process of preparing and submitting products for evaluation. When the Orange Book was 
released in 1983, its developers’ expectation was that vendors would quickly get their products 
evaluated at class C2 and rapidly modify their C2 products to add the mandatory security 
features needed to meet class B1. Meanwhile, they would begin the “real work” of building the 
systems at classes B2 through A1 that were needed to achieve multilevel security. 

However, by 1990 the picture was much different. Only Multics and SCOMP had completed 
evaluations as general-purpose operating systems at class B2 or above. Three products had been 
evaluated at class B1 and 12 C2 evaluations had been completed. The limited number of 
evaluated products at class B2 and above was largely attributable to limited demand for such 
systems by government or other customers. One assumption that had driven the direction of 
the Orange Book was that the broad population of commercial customers would require and 
value the mandatory security controls that the Orange Book required. Although most major 
vendors did seek C2 evaluations for their operating systems, by 1990 it had become evident that 
commercial customers did not require and would not use mandatory security controls. 

By the late 1990s, the era of the Orange Book was ending. The NCSC evaluation process had 
only been open to US vendors, and in response, other countries had created their own domestic 
evaluation schemes that competed with the NCSC. Many countries outside the US had agreed 
to follow the international Information Technology Security Evaluation Criteria (ITSEC, 
published in 1990) with the result that vendors were required to evaluate twice — once with the 
NCSC and once in a European country. Discussions about an international evaluation scheme 
began in the early 1990s, and the International Common Criteria for Information Technology 
Security Evaluation (CC), which replaced both the Orange Book and ITSEC, was signed at the 
1999 National Computer Security Conference. 

Today, 17 countries conduct evaluations under CC and an additional nine countries accept the 
results of CC evaluations. Through the first few years of the CC, evaluations were like Orange 
Book evaluations, requiring extensive “design” documentation and frequent “interpretations” 
by evaluation agencies. However, in the late 1990s the emergence of an industry of 
“vulnerability finders” who demonstrated security problems with commercial products made it 
evident that evaluated products fared no better under attack than any others. As early as 2005, 
some of the CC schemes began to question the effectiveness of the CC process and a search for 
alternatives began.  The CC members considered several alternatives and eventually concluded 
that there was no benefit derived from the detailed product examinations that had required 
extensive design documentation. Instead, the CC evaluation schemes have chosen to go down a 
path that narrowly specifies product security features and the tests that will verify their correct 
functioning. 
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Cybersecurity in the modern world 
In the 21st century, governments have increasingly recognized that they alone cannot provide 
the growing number of public services needed by modern societies. The trend toward public-
private partnership and privatization evident in the health, education, and transportation 
sectors has even been extended to national security. 

Cyber-threats and other challenges of the information revolution are clear and present elements 
of the more general trend of globalization, which arguably weakens the sovereignty and 
security of the state. Non-state actors are becoming even more numerous and powerful because 
of the information revolution. The emergence of the Internet not only made real-time global 
communications possible for existing NGOs, but also for new, exclusively online groups. This 
can obviously have both positive as well as negative effects: integration, cooperation, and 
liberation may be eased, but also terrorism, transnational crime, and the destabilization of state. 
The military commander who utilizes net centric warfare capabilities also risks sharing troop 
strength and inventory data with enemy hackers. 

The cybersecurity problem does not fit conventional or traditional security categories based on 
individual security responsibilities, economic or corporate security issues, military security 
problems, as well as domestic versus international problems. A computer owned by a student 
can be captured and made part of a concentrated attack on Ministry of Defense information 
systems in any country. Hence, domestic law enforcement must interface with military defense 
information warfare operators. More complicated than that, cybersecurity is nongeographic; the 
notion of territorial divisions of responsibility makes little sense. Because computerized 
information flows around the world, domestic law enforcement agencies must cooperate 
increasingly with foreign law enforcement agencies to solve cybercrimes. 

Cyberwarfare is more than just an issue for websites and some forms of communication; 
indeed, some cyber-attacks may cause serious physical, tangible effects. In case the attack is 
more global in nature, millions of people could be left without communications for some time - 
a situation both life threatening and damaging to the global economy. Similarly, cyber-attacks 
on purely military targets may be capable of effectively neutralizing a hostile threat without 
risking lives or equipment. This may include using a cyber-attack to shut down an air defense 
system, infiltration of the enemy’s centralized defense network, cyber-attacks on power plants 
or cyber-attacks on media stations. 

The potentially nonlethal nature of cyber weapons may cloud the assessment of an attack's 
legality, leading to more frequent violations of the principle of distinction in this new form of 
warfare than in conventional warfare. On each end of the spectrum, the legality of a potential 
cyber-attack is clear. For situations that fall in the middle, the principle of distinction may be an 
ineffective guide for military commanders. This is due to the highly-interconnected nature of 
the military and civilian networks, which renders much of the Internet a dual-use target. The 
advantages offered by cyber weapons, particularly their potentially nonlethal nature, only 
exacerbate the difficulty in applying the principle of distinction in modern warfare.  
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A legal gray area already exists in the principle of distinction, created by the modern concept of 
war, which does not exclude targets whose destruction or neutralization do not directly 
advance the overall objective of the war, but do nonetheless degrade the enemy's ability and 
will to fight. In providing belligerents a gain in military advantage without an additional threat 
to civilian lives, cyber warfare is more likely than conventional warfare to lead belligerents to 
ignore the principle of distinction to attack directly what international humanitarian law has 
traditionally sought to protect. 

  

MAIN BLOC POSITIONS 

Overall, cybersecurity is one of the principal policy drivers in the Internet space moving the 
international community toward "enhanced cooperation.", but of course views on the best 
approach to cybersecurity are not without differences among key international players. 

USA:  

The United States of America hold an ambiguous position regarding cyber warfare, as the 
government owns very modern technical devices, especially the National Security Agency, 
which is suspected to conduct surveillance within computers around the world. The NSA has 
defended itself saying that these efforts are an act of “active defense” against foreign 
cyberattacks rather than a tool to go on the offensive. With the development of the Quantum 
program, the USA have been successful in intruding national governments, military networks 
and the European Union itself. Clearing up (or not) its positions regarding these matters is then 
at stake in this debate. 

2016 is also a good example of how even the most powerful countries can be exposed to 
cyberattacks, as the presidential election is suspected of having been hacked by the Russian 
Federation. This should lead to fruitful questioning during this Conference as diplomatic 
tensions are very likely to rise between powerful states; therefore, a relevant compromise 
should be discussed. 

CHINA:  

The People’s Republic of China is also a major actor regarding cybersecurity matters. Tensions 
with the USA do exist, and both parties do little efforts to reduce them. For national security 
and economic purposes, China continues to develop and use cyber capabilities against other 
states. Denying carrying out cyberattacks against another state, Beijing has recently called for 
bilateral and multilateral cooperation in order to set out norms regarding the global use of the 
Internet, and is also in favor for the creation of a broadly representative international structure 
to tackle this matter. Even if the two countries try to cooperate, suspicion remains prominent. 

Nevertheless, the Chinese government says they are ready to work with the international 
community to jointly safeguard “peace, security, openness and cooperation” of the cyberspace.  
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The Chinese position appears to be contrasted. It could be a leader in the fight against 
cyberattacks but the country remains unclear on its position with the USA and to what extent 
they do operate cyberattacks on other nations. 

RUSSIAN FEDERATION:  

The Russian Federation is well-known for being active when it comes to using the internet as a 
tool of warfare. Russia has been accused of being responsible of many cyberattacks, especially 
towards Estonia, South Ossetia, Georgia and Azerbaijan. The frontier between the government 
and the hackers is very unclear and suspicions remain prominent, weakening the credibility 
and legitimacy of the Russian Federation regarding global security and its reinforcement. 
Russia nevertheless advocates for the prevention of political and military confrontation in the 
field of security as it is becoming more urgent than ever. 

EUROPE:  

The European Union is in favor of preventing attacks on European communication systems. A 
strategy has been developed to tackle this issue to reduce cyber criminality but is mainly 
focused on European countries. As it is mainly composed of developed countries, the main 
position of Europe is to ensure safer ways to do business as the society has never been that 
connected before. Cooperation with the private sector should be a priority. 

MIDDLE EAST:  

The Middle East is the region most prone to cyber threats in the world. Governments from the 
region invested on offensive capabilities and on security government networks, but to a lesser 
extent. Private sector companies, infrastructure operators and civilian ministries remain 
undefended, when these are the main targets of hackers. 

ASIA:  

As developing countries, their position revolves around the necessity not to curb the progresses 
in science and technology as it is recognized as a critical factor for economic and social 
development. Developing countries are particularly dependent on access to scientific advances 
and new technologies for development and global trade. 

AFRICA:  

Cybercrime costs Africa billions of dollars each year. Kenya has particularly been a victim of 
hackers, putting at risk citizens’ data and government information. Nigeria and South Africa 
have also suffered from hackers, but more generally it is the continent as a whole that is being 
constantly wounded by cyberattacks. Few nations in Africa have developed legislation tackling 
the issue of cybercrime. Nevertheless, the African Union adopted a Convention on 
Cybersecurity and Personal Data Protection in 2014, showing that the continent has seized the 
matter.  African countries show their willingness to increase their efforts in fighting cybercrime 
but the lack of legislation, funds and technology sharing weakens their policies. 
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LATIN AMERICA AND THE CARRIBEAN: 

Several countries of the region remain very vulnerable to cyberattacks. The Organization of 
America States has adopted the Inter-American Integral Strategy to Combat Threats to Cyber 
Security in 2004, showing an early cooperation in the region. A Committee dedicated to 
terrorism has also been created with the idea of helping states in developing cybersecurity 
strategies. There is indeed a real multilateral dynamic in this region that could be exploited in 
the debate to propose ideas to the international community as a whole. 

  

Questions a resolution must answer 
1)   How cybersecurity of individuals should be treated by governments and international 
organizations? 

2)   Is there a place for an international agency that pours its strength into monitoring 
international cybersecurity? 

3)   Is there a place for inter-state cooperation when it comes to sharing know-how related to 
cybersecurity? 

4)   Do conventional warfare “policies” apply in cyber space and should governments 
follow the principle of distinction? 
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Distinction and Neutrality in the Age of Cyber Warfare.” Michigan Law Review, vol. 106, no. 7, 
2008, pp. 1427–1451. 

·         Lipner, S. B. "The Birth and Death of the Orange Book." IEEE Annals of the History of 
Computing, vol. 37 no. 2, 2015, pp. 19-31. Project MUSE. 
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·         Hathaway, Oona A., et al. “The Law of Cyber-Attack.” California Law Review, vol. 100, 
no. 4, 2012, pp. 817–885. 
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Topic B 
 

Strengthening limitations on the use of lethal autonomous 
weapon systems 

 

Introduction 
 
The use of autonomous weapons has greatly increased over the past years, due to the evolution 
of wars toward new form of wars, generally referred to as “modern wars”, which change our 
understanding of conflict and its forms. The promise of some most developed states to evolve to 
“cleaner” wars, with a diminution of human casualties and the decreasing use of ground forces, 
generally compensated with massive use of aerial bombings. In this context, semi-autonomous 
weapons such as drones are seen as more suitable for precise targeting and are used in most 
conflicts, with the prominent example of their use in the so-called “war against terrorism” 
especially led by the United States of America in Syria or Iraq. 
  

 
X-47B Drone. Source: meretmarine.com. Credits: NORTHOP GRUMANN 

                                                                  
Yet, it is important to distinguish between the different types of weapons, such as Unmanned 
Combat Air Vehicle and the core issue of this debate, lethal autonomous weapons (LAWS).  
 
The use of such LAWS raises important legal, philosophical and ethical questions. Numerous 
actors are trying to raise awareness regarding the use of such machines. Indeed, it seems 
important to mention the campaigns led by NGOs such as Human Rights Watch or the 
international campaign “Stop killer robots”, that have mostly focused their work on the request 
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of the banning of LAWS by states, a solution that has already been criticized by authors such as 
Kenneth Anderson and Matthew C. Waxman because of its unrealistic principles. It is 
important to understand that, with regard to the novelty of the issue, there has been until today 
no international agreement on the issue of LAWS. Yet, there have been 3 meetings of experts 
under the Convention on certain conventional weapons on the issue of LAWS. 
 
This guide will present the issues previously mentioned in their essence, but further and 
personal researches are strongly advised to delegates. 
 

Discussion and information on key elements 
  
Defining LAWS 
  
As underlined by the French Minister of Foreign Affairs in 2014, and underlined later by 
various delegations during the Convention on Prohibitions or Restrictions on the Use of Certain 
Conventional Weapon (CCW) on LAWS of 2014, the international community remains divided 
over the question of the establishment of a common definition of LAWS. It appears important in 
the first place to establish a distinction between different levels of autonomy. In these sections, 
two different approaches will be presented, but others exist. 

The distinction established by Human Rights Watch is summarized as follows: 
There are three steps regarding the autonomy of a weapon system. It is translated by whether 
there is a human being is “in the loop”, “on the loop” or “out of the loop”. 
  

• “In the loop” means that the machine cannot operate without human decision-making.  
This includes weapons whose target selection is carried out by human beings, but which 
then independently execute target tracking and destruction. According to the definition 
these systems are still not to be classed as autonomous. The drones currently being 
deployed by the United States over Pakistan, Afghanistan and Yemen, which are 
controlled remotely by a distant command center, belong in this category. 

 
• “On the loop” means that the machine is in a position to execute all steps independently, 

without human intervention. Hence, human supervisors are able to intervene in the 
process at any time. This variant can also be designated as “monitored autonomy”. 
However, as pointed out by the UN Special Rapporteur Heyns, in reality, a meaningful 
intervention and control is de facto no longer possible when robots take decisions in 
milliseconds. 

  
• If human beings, finally, are “out of the loop”, the system is operating completely 

autonomously. There are no longer any direct opportunities for intervention. The 
machine operates independently with regard to all necessary steps in carrying out an 
attack.  
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Furthermore, it is expected that future generations of robots will have the capability to 
learn from “experience” and adapt their functioning even further than the initial 
capacities they are designed to accomplish. 

  
  
Noel Sharkley, Professor of the University of Sheffield, has proposed an interesting 
classification that allows for proper transparency over the prerogatives of such machines, with 
the following five-step approach: 
  
1. Human engages with and selects target and initiates any attack  
2. Program suggests alternative targets and human chooses which to attack 
3. Program selects target and human must approve before attack   
4. Program selects target and human has restricted time to veto                 
5. Program selects target and initiates attack without human involvement 
  

The question of the establishment of a common international definition of what is meant by 
“lethal autonomous weapons” should be addressed in priority by delegates during the 
discussion over this topic. 

 

Legal issues 

The legality of the use of such weapons must be analysed with regard to different systems in 
International Law. 

First of all, it is important to draw the attention of delegates to the problem of responsibility 
posed by the use of such machines. Indeed, under International Law, it is impossible to 
prosecute a machine. 

Therefore, regarding law, who should be held responsible of the actions of LAWS? 

According to Markus Wagner, there could be several individuals that could be considered 
responsible for actions committed by such weapon, including: the software programmer, the 
military commander in charge of the operation, the military personnel that sent the LAWS into 
action or those overseeing its operation, the individuals who conducted the weapons review, or 
political leaders of the country engaging the military action. Under the rules of international 
criminal law, military commanders can be held responsible for the behaviour of their military 
subordinates provided that the commander knew or should have known that a subordinate was 
about to commit a criminal act and did not prevent the act or failed to punish the offender. One 
proposal is to apply these rules analogically to LAWS.  
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Because of the composite nature of such technology and operations, its complexity and the 
potential unpredictability of their behaviour in situations that have not been tested, it appears 
impossible to put commanders into a position to accurately predict LAWS behaviour. On that 
basis, the attribution of individual responsibility is difficult and potentially impossible to 
establish. Other actors similarly may not have the requisite knowledge or technical expertise to 
evaluate the behaviour of such weapon system. One solution would be to consider liable for 
their action any individual that has taken a decision to make use of the weapon without 
certainty over the predictability of its actions. 

  

It is important to draw a parallel with weapons initially developed for military purposes that 
have been deployed for law enforcement purposes, something that could in the near future, be 
the case for autonomous weapons system. In the absence of an armed conflict, international 
human rights law (IHRL) is the applicable body of law. If IHRL is applicable, the article of 6 
International Covenant on Civil and Political Rights (1966), or a largely concomitant rule in 
customary international law, among others, prohibits the arbitrary deprivation of life. Unlike 
international humanitarian law (its application to the issue will be developed further later in 
this section), IHRL does not permit the targeting of an individual because of that person’s 
status. Rather, the use of deadly force is only permissible if such action is unavoidable in the 
defence of another person from unlawful violence, if it meets the threshold of proportionality 
under the applicable human rights regime and if it is planned, prepared, and conducted in a 
fashion that minimizes the use of lethal force, to the extent that this is possible.  

 

Given the deadly nature of the weapons considered by this committee, it remains to be 
established whether or not such autonomous weapons could be used in compliance with IHRL. 
The conclusion to be drawn is that conducting lethal operations through LAWS outside the 
context of armed conflict would be lawful only in the narrowest of circumstances. 

  

During an international or non-international armed conflict, operations, including operations 
involving autonomous weapons have to comply with the rules of International Humanitarian 
Law that apply to any weapons or weapon systems: These include the prohibition of 
superfluous injury or unnecessary suffering and the requirement to take precautions prior to 
attack, as well as the principles of discrimination and proportionality. These rules are either 
contained in treaty law or form part of customary international law, although their precise 
delineation is a matter of contention. 
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It is important to determine whether operations including autonomous weapons could fulfill 
the requirements of international Law: 

• The prohibition of superfluous injury or unnecessary suffering is based on the idea that 
attacks are to be limited to weakening an enemy and that human suffering is to be limited to 
the extent required by military necessity. The requirement to take all feasible precautions in 
order to avoid collateral casualties involves the obligation incumbent upon an attacking 
force to verify the target and use weapons and tactics that are designed either to avoid or, at 
least, to minimize civilian harm. In this regard, some argue that LAWS could have greater 
capabilities in collecting information prior to an attack as a result of their ability to remain in 
areas that would be too dangerous for humans and as a result of their potentially better 
capabilities of analysis and accuracy. Yet, it could oppositely be argued that given the 
number of factors that must be considered, the establishment of a proper analysis of 
possible collateral damages would require unrealistically developed programs. 

• The principle of distinction, contained in its basic form in article 48 of the Additional 
Protocol to the Geneva Convention of 1949, mandates that any military action must 
distinguish between combatants and civilians, between persons that are hors de combat and 
combatants, and between military objectives and civilian objects. This distinction between a 
person and an object that possesses a military character as opposed to a civilian character 
therefore is of crucial importance. Distinguishing between civilians and those that take a 
direct part in hostilities has been a challenge in the predominantly asymmetric conflicts of 
recent years. It has been argued that evaluations pertaining to the principle of distinction are 
quantitative in nature and are thus more amenable to numerical determinations. While this 
is true for some (rather exceptional) targets, the large majority of potential targets, especially 
in complex environments, require context-dependent evaluations that are not purely of a 
quantitative character, but require qualitative assessments. Programming software that 
complies with, for example, the distinction between uniformed soldiers and uniformed 
police officers can be considered to pose a relatively easy challenge. Complicating the issue 
further are recurring situations in modern conflicts in which combatants do not wear 
distinguishing insignia and/or in which civilians directly participate in hostilities, both of 
which categories must be distinguished from the civilian population. Finding abstract 
characteristics for such determinations has so far proven to be elusive. Reliance on conduct, 
characteristics, or connections with other individuals, as is the case with so-called ‘signature 
strikes’, is contrary to established targeting rules and contravenes the principle of 
distinction. The same would be true if such conduct were to be programmed into AWS 
software. 
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• The principle of proportionality contained in the article 51 of the Additional Protocol to the 
Geneva Convention of 1949 requires that beyond the need to minimize civilian damage, an 
attack is prohibited if the results would be excessive in relation to the anticipated military 
advantage. Compared to the principle of distinction, the principle of proportionality is even 
less amenable to quantitative assessment as it almost invariably involves case-by-case 
judgements, often in complex, highly context-dependent, and rapidly changing 
circumstances. By nature, it requires qualitative determinations. AWS software would have 
to contain abstract designated values for persons and objects and would have to be able to 
properly adjust these values depending on the concrete and direct military advantage 
anticipated. Given the different interpretations of the principle of proportionality already in 
place, it appears unlikely that it will be possible to agree on a quantifiable rule. Indeed, the 
very nature of the principle of proportionality appears to militate against such a 
development. Thus, it remains uncertain whether it is even possible for an AWS, no matter 
how advanced its programming is, 

• Finally, the article 36 of the previously mentioned protocol requires State Parties to 
undertake legal reviews and to determine the legality of new weapons in the study, 
development, acquisition, or adoption of new weapons. In the context of AWS, this requires 
that such reviews be conducted not only at the procurement stage, but also throughout the 
development process of such systems. Because of the unpredictability generated by the 
autonomous nature of such weapons, it appears important to underline the difficulties that 
will be faced by States to precisely determine the expected behaviour of AWS in predicted 
use situations. 

 

Other ethical issues 

This section will aim at mentioning ethical issues other than the ones previously mentioned. 
Please bear in mind that, because such background guide must remain concise, all issues posed 
by LAWS will not be mentioned, therefore personal thorough researches from delegates are 
advised. 

The first issue that will be mentioned here is an issue that delves beyond purely ethical 
questions into an international security perspective. Indeed, the question of the development of 
autonomous weapons lead to the question of the dehumanisation of wars. As underlined by 
both authors in international relations and scientific figures such as Stephen Hawking, there is a 
danger in the dehumanisation of wars. As mentioned in the introduction of this document, in 
societies in which the public opinion has grown reluctant to the waging of war, notably with the 
examples of the disastrous human consequences of recent wars in Iraq and Afghanistan, it 
seems relevant to think that unmanned warfare could be seen more favourably by a major part 
of populations.  
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Therefore, with a decrease in the risk of human casualties on the attacking site (in asymmetrical 
wars mostly), the automation of warfare could result in a global increase of conflicts. As stated a 
few years ago by the former president of the United States of America, Mr Obama, the existence 
of AWS could lead to a kind of state of impunity towards public opinion and control for leaders 
of the most militarized country. Therefore, some activists and authors consider that LAWS pose 
a major threat to international security. 

Another important issue, which seems with the development of autonomous robotics system to 
have jumped from science-fiction to real international politics, is derived from the probable 
future total independency of “killer robots”, as they are designated by previously mentioned 
international activists’ campaigns. Indeed, with humans being taken out of the decision-making 
loop of warfare, an escalation of responses to aggression, out of political or popular control may 
arise, leading the world to a spiral of violence and war.  

This scenario, underlined by authors Robin Geiss, must be considered as a threat to the 
international order and could be a motivation for states to tackle with utmost serious the issue 
of LAWS.  

  

Bloc positions 
 
USA: 
The USA are in favour of developing a robust policy process and methodology in order to 
reduce the risks when developing new weapon systems. The 2012 Department of Defence 
Directive 3000.09 has been established with this purpose, as the USA explain in this document 
how they would consider proposals to develop lethal autonomous weapon systems. This 
directive does not have a clear position on whether the US would encourage or prohibit the 
development of these weapons. 
Nevertheless, the USA show in their interventions that they are willing to cooperate with the 
international community as they asked states to remain prudent and to consider incorporating 
these weapons in their capabilities with a responsible attitude. 
 
CHINA: 
The Chinese position on autonomous weapon systems insists on the need to tackle this issue 
gradually, in a progressive manner in order to forge consensus. Nevertheless, the Chinese 
government is known for investing in robotics: China’s aerospace industry is developing 
tactical missiles with inbuilt intelligence systems that would help seek out targets in combat. 
 
RUSSIAN FEDERATION: 
Russia has been in 2014 the only state to express « severe doubts » regarding talks on these 
weapons, because the international community will be expecting results that will be difficult to 
ensure. However, the Russian Federation is currently developing lethal mobile systems with 
automatic and semi-automatic control modes.  
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An official has also indicated that robotic systems fully integrated in the command and control 
system are being called for. 
 
EUROPE: 
Many countries have, in the past, ensured that they do not intend to develop autonomous 
weapons systems. European countries generally support the call for a moratorium of fully 
autonomous weapons, as it needs a meaningful human control to respect international 
humanitarian law. The priority for this bloc is to agree on a solid common basis before deciding 
on how to tackle the matter. Human control cannot be taken out of the process. The United 
Kingdom has nevertheless stated that existing international law should be sufficient to regulate 
of use of systems that operate without human intervention. 
 
MIDDLE-EAST: 
Egypt supports the moratorium, explaining that it is more relevant to ban weapons before than 
after they are suitable to use. Each system has to be adapted to the diversity of the environment 
of use. It has also been argued that the development of such weapons, even if autonomous, 
should involve human judgment throughout the process of development, testing and decision 
to use them. 
 
ASIA: 
Controls are needed but they should not widen the technology gap among states. This could be 
achieved with systemic controls on international armed conflicts embedded in international 
law. The « human control » definition needs to discussed but not in a way that would be 
legitimizing weapons. Pakistan has furthermore called for a ban on these weapons arguing that 
they would considerably lead to situations of one-sided killing, without the protection of the 
international law on armed conflicts. South Korea has proposed to work on an « ethics charter » 
with provisions on ethical values and a code of conduct on the development of such robots. 
 
LATIN AMERICA: 
Countries from Latin America have expressed their wish that autonomous systems should be 
given decision-making power to take human life. Cuba has mentioned its will to work towards 
the negotiation of a legally binding agreement to ban these king of weapons, explaining that 
observing and respecting international law regarding autonomous weapon systems would be 
hardly verified. The respect to compliance with international law has also been raised by 
Ecuador, asking who would be responsible for war crimes or violations, and also by Mexico 
that questioned this particular matter. 
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Questions a resolution must answer 
 

• How do we establish a common international definition of LAWS, specifically 
regarding the criteria of “autonomy”? 

• Should LAWS be banned at an international level?  
o It would be possible to imagine a solution in which the level of autonomy 

of the weapon be a criterion to allow or ban its usage. Is it possible to 
implement such criterion? 

o Should all LAWS be banned from use? 
o Should States be required to have a certain level of Human control in the 

weapons they use? 
• Should LAWS be addressed and regulated with specific regulations (compared 

to “traditional weaponry”?) 
o Can existing frameworks for regulation of weaponry be adapted to 

LAWS? 
o Or should an international regulation and a legal framework for the use of 

LAWS be drafted? 
o If so, what realistic solutions can be implemented? 
o Special frameworks exist, such as the example of the Nuclear Non-

Proliferation treaty. Could such a special regime be created for LAWS? 
• Do AWS as such violate international Law? 
• If so, is it possible for LAW systems and programs to be designed as compliant 

with international law principles? 
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